Project Title [Datopia]
Abstract

Why does the world need this project now? Who benefits in which way and what is the
unique value proposition? Briefly describe the motivation, the project, how it works, how it
creates impact and the basic business model, behind it.

Children are at risk in the digital world like never before. The issue is, that they are not
being properly educated at a young age about the risks they face nor what the
consequences of their actions online are. Our solution changes this. A digital game which
educates children from 8 to 12 years old on the major risks they face relating to data privacy
and cyber security in a playful way. It puts playing first and learning second, so that the
children want to play and learn. Doing so will enable children to build good habits online.
The games allow children to be empowered to take risks and learn from their mistakes in a
in a controlled-risk environment. We do so with a collection of mini-games that balance
playing with learning with meaningful connections, such as password security upgrades,
and playful connections, such as avatar building. We want schools to implement this game
in classrooms as of third grade. We first will distribute the game through licenses and
subscriptions to private schools, and later, public schools. Targeting schools allows us to
reach every child and will create the most positive impact. No child is left behind with this
approach. The game should also be sold in the app stores. This will be an important revenue
stream, but will not create as much impact.
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Project Description

Please describe the main activities that should be done by the project. This includes
· The things that the project should build or produce (e.g., develop software).
· The services the project should provide or sell.
· What output this creates and how this creates impact.
You can also add an overview of the project phases.
The aim of this project is to educate children aged 8-12 on the risks of data privacy and
digital security in a playful way. Children are extremely vulnerable to data privacy issues.
They cannot identify risks in the same way adults can and the impacts of a breach of privacy
can have long-term psychological consequences, not just economical ones, for the children.
Here are some frightening statistics demonstrating the issue:
- A survey of Swiss students showed that 10% of 10-year-old respondents had already
been victim of cyber discrimination; 5% stated they had been victim of cyber
bullying (Hermida, 2019)
- 4% of children aged 9-10 and 18% of children aged 11-12 had already been in
contact with strangers online (Hermida , 2019)
- Children are exposed to porn already at primary school (average age of first
exposure is 11 years old) (Steele, 2018)
To educate children on cyber security issues and how to use the internet safely in an
effective way, our project aims to create a digital game that is smart phone, computer, and
tablet compatible that can be distributed to private schools and public schools focusing first
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on the Swiss market. The game should later on also be made available in the app store and
should be integrated in parenting control applications. Children will then need to “earn”
the right to use certain applications by playing games that teach about the dangers of the
apps the child wants to access.
We want to children to build good cyber security habits with our game, with a fun-first and
learning-second approach. We aknowledge that children learn in different ways, so the
games will increase interaction by stimulating all the senses (audio, visual, interactions
etc.). Some games will be based on collaboration and some on solving puzzles individually.
With this approach, we believe to have the largest positive impact on the ways children
interact with the digital world.
The game will focus on five key issues children face (identified with Karina Filusch, lawyer
specialized in cyber security for children):
1. Password security
2. Sharing information to strangers online
3. Fake profiles
4. Cyberbullying
5. Financial fraud
We identified a white space to educate children in this age group on these topics. The game
should focus on the following three elements building our value proposition:
1. Game first, learning second
2. Selection of mini games with playful connections
3. Empowerment
4. Competitive & collaborative
Here are the steps in the project which have been completed:
1. Analyzed the market and defined the issue to be tackled
2. Defined what the the game is about and its purpose
3. Defined what the key elements oft he game are
4. Defined the theme that drives the game
5. Compared our idea to other existing digital games
6. Defined categories within the game
o Aesthetics
o Thematic elements
o Mechanics
o Components
o Synthesis
7. Defined first part of game journey idea à so-called vertical slice and presented to
game designer for feedback
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The next phase of the project development will be for a game designer and programmer to
realize these aspects in a game:
8. Take thematic elements and translate them into mechanics
9. Define some constraints, design etc.
10. Field research and prototype testing and impact testing à define how to test /
measure children’s cyber literacy before and after completing the game à useful
for R&D à what needs to be enhanced, how to further develop mini games à
continuously integrate target market’s feedback à ensure that the game is
impactful while still fun
11. First develop mini games as prototype
12. Then build connections (avatar creation, randomness etc.)

1. Technical Viability Evaluation

Please describe how the project works technically: Please address points here, where the
technical feasibility is not obvious. Provide arguments and references, why you think your
approach is feasible. In case there are open points, please address them and provide some
hint, how this gap of knowledge can be closed.
The technical challenges essentially come from the process of translating the concept of a
game into an effective game.
As no one in the team possesses game designing / programming skills, the technical part of
the project will fall under the responsibility of a third party.
This can be either individual free-lance programmers or an independent game-designing
companies. Here is a short list of companies to consider:
•
•
•
•
•

https://www.dna-studios.ch/
https://fabula-games.de/en/serious-game-creator/
https://www.sunnysidegames.ch/
https://momo-pi.com/
https://8sec.games/

A critical aspect to consider is the update-ability of the game, i.e. if it is possible to put addons after the development of the initial version so as to keep the game relevant.
Inasmuch as the issues concerning the 2 topics covered (cyberbullying and sharing
information with strangers) will always be present, there might be some evolution on how
these issues appear. Technology evolves rapidly so having a game that is somewhat
adaptable in terms of content would be ideal.
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As for the current team, the technical difficulties will come simply from coming up with a
feasible game with logical, robust, and realisable mechanics. The mini games without much
randomness will be less difficult to create than the connections between the games.

2. Legal Feasibility Evaluation

Please provide considerations on regulatory constraints that might restrict or endanger the
action proposed. Please address points here, where the regulatory feasibility is not obvious.
Legal feasibility:
Switzerland currently has no specific law that protects victims against cyber bullying. However,
the Swiss Criminal Code allows the perpetrators to be prosecuted for the following offences,
according to an analysis by Cossalter (2021):
1. Unauthorised access to a data processing system (Art. 143bis StGB)
2. Damage to data (Art. 144bis para. 1 StGB)
3. Extortion (Art. 156 StGB)
4. Defamation (Art. 173 StGB)
5. Wilful defamation (Art. 174 StGB)
6. Insult (Art. 177 StGB)
Breach of secrecy or privacy through the use of an image-carrying device (Art. 179quater StGB)
Further, Steiner (2021) analyzes how data protection is handled in Switzerland:
The Federal Act of Privacy (FAOP) and Federal Act on Data Protection (FODP) regulate
processing of personal data by businesses and organizations. Chapter 3 of the FADP only
applies to the processing of personal data by businesses, organisations, and natural persons.
Chapter 4 of the FADP while only applicable to public authorities of the Federation, might also
be applicable to our business as it also applies to businesses and organisations which complete
work for the Federal public authority (if the Federal public authority is vested in the company).
There are also Cantonal data protection acts that regulate the processing of personal data by
public authorities of the relevant Canton. This might also be relevant for this project as it also
applies to businesses and organisations which complete work for the canton. 2.
Datopia
There are also sector-specific data protection and security laws that businesses and
organizations must adhere to. In case cookies are used and data is processed by means of
telecommunication services, the Swiss Telecommunications Act (TCA) applies.
3. Market Evaluation and Basic Business Model
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What is the market you are aiming at? Integrate the Market Evaluation to define a business
model.
The problem
Teenagers are growing up in an always-on, interactive media culture, in which they engage
continuously with social media, mobile apps, and games. Curating personal profiles, texting
friends, and posting personal photos or opinions online have become routine and
commonplace behaviors, yet many of them are unaware of the threats that exist online. Any
hurtful or dangerous behaviors that occurs offline can now occur online such as bullying,
gossiping, ostracizing, harassing, etc. Currently, Swiss schools do not have standardized course
for children to educate on data privacy issues, and teachers have to design the material by
themselves to teach in class. Also, studying about this topic & being instructed what to do are
usually considered as "not very interesting", "lengthy" or "boring" for many children.
The solution
We would like to create a fun game to educate children on data privacy issues. They can now
play an interesting & interactive game instead of being lectured. Throughout the game,
children are empowered to build good cyber security habits & make better decisions in a funfirst and learning-second approach. We acknowledge that children learn in different ways, so
the games will increase interaction by stimulating all the senses. For example, during the game
they could learn to choose which password to create, select appropriate photos to post on
social medias, or take a phone call from strangers. Some games will be based on collaboration
and some on solving puzzles individually.
The game will focus on five key issues children face:
1. Password security
2. Sharing information to strangers online
3. Fake profiles
4. Cyberbullying
5. Financial fraud
Target customers
Our target audience are children from 8 to 12 years old in Switzerland, who starts to have
access to smartphones/tablets and create their online profiles. They are extremely vulnerable
to data privacy issues compare to other age groups. They could not identify potential risks in
the same way adults can and the impacts of a breach of privacy can have long-term
psychological consequences, not just economical ones.
How do you make sure that it’s really your target group?
We asked teachers what materials they are provided with and at what ages the children are
educated on data privacy.
Lehrplan 21 (standardized school plan for all public primary schools in Switzerland) indicates
that these subjects are taught in 5th and 6th grade. Teachers, however, confirmed that children
are active online prior to that. In Aargau, for example, some classrooms have ipads for
classroom usage as of 3rd grade. Children are then all given ipads as of 5th grade. In this kind of
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a system, a game can easily be integrated on the ipads and children, when accessing it, must
play games and advance to new levels to activate it.
We also showed the idea to four 11-year-old, four 10-year-old, and three 9-year-old children.
We integrated their feedback.
Further in-depth research should be conducted (primary research) to validate the target
market’s need and our approach. Prototype testing will be required once the initial game
concept is integrated. That will include measuring the play factor (fun aspect), but also the
impact (how much did they learn) through surveys.
Competitors
1. https://www.datak.ch/ a lot of text but very well designed (age group: adult)
2. https://fabula-games.de/ cool design, slow and lot of text
3. https://beinternetawesome.withgoogle.com/ cute and fun but easy (age group: 5-8)
4. https://www.cyber-wargame.com/ age group: adult
5. https://shirudo.eu/ age group: adult
Unique value proposition (UVP)
An interactive game that makes data privacy education fun & cool!
Our unfair advantage
1. Existing network from Geneva Impacts to reach out to investors, lawyers, game
designers, etc.
2. Young dynamic team that brings different perspectives in solving data privacy issues
Go-to-market concept
• We will start reaching out to private schools where customer acquisition time is
shorter. It can be sold as licenses, so that all their students could have the access to
play the game. A playing guide with be provided for teachers to help ease the
facilitation of the game in the classroom setting. We will also reach out to public
schools in similar way with private schools. However, the process could take much
longer with this group. NGOs & associations with funds to support children rights can
also be our target customers, for example, UNICEF has programs on children data
privacy and supporting the SDGs through digital solutions.
• B2B channels: Computer game --> to be licensed / subscriptions sold to
schools/organizations
• Private schools
• NGOs & associations with funds to support children rights
• Public schools (later stage of the business)
• B2C channels: Mobile game --> to be purchased and downloaded by parents in app
stores
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Business Canvas

The business canvas might help you to structure the market evaluation and use it for an
overview of your business model.
Please refer to the image below which can also be found as a separate document.

4. Economic Sustainability Evaluation

Please make a rough estimation of the investment, the cost and the revenues expected over
time (you can break it down to the different phases of the project).
Appendix: Start-Up Budget – see separate document
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5. Economic Risks Analysis
The most important step of managing performance of the game is to measure it. In
following paragraph, key mobile game metrics are presented that should be tracked
(MetricFire, 2020):
1. The number of monthly installations. The mobile game business depends on high
numbers of installations. That means we need to attract a large number of users.
The number of installations is a essential mobile game metric because it ultimately
predicts the success or failure of the product
2. Daily active users. It is defined by the unique users who used the app within a single
day (24-hour period). This metric is important to illustrate ''sticky'' the game is.
Gaming technic is to stimulate users that show up every day.
3. Monthly active users define unique users who used the app at least once in the last
month (30-day period). To be counted as a monthly active user, a user just has to
log in, not to play. Having a high monthly active user doesn’t mean that there is
high user engagement.
4. ''Stickiness'' rate divides daily active users by monthly active users. This gives us an
insight into a really important question – how many monthly users are daily users.
The closer to 100% the sticker the game is.
The mentioned above metrics are with high importance for game apps downloaded on
personal diveses. When the game is used in school in group exerces that metrics should be
adapted.
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Rumsfeld Matrix
Known Knowns [What we know that we Known Unknowns [What we are aware of but
know - Facts]
don’t understand]
Answered questions
Unanswered questions
1. Scope of the game and target
1. Dependency on game developer,
market
pricing, and time schedule for game
2. Developed gamification plan of the
development, something what we
cyber security topic
might not have control over à have
3. Balancing the fun factor with
high-level discussed usual prices for
educational value
game development with game
4. Go to market strategy plan through
designer
private schools
2. Testing prototype reaction – how
5. Game concept development
much modification will be needed
6. Conducting
research
among
children

Unknown Knowns [What we don’t know Unknown Unknowns [What we neither aware
that we know]
of nor understand – Research/Exploration]
Unquestioned answers:
Unquestioned questions
1. Ineffective marketing - how to do
1. Compliance Risk- Changing in the
marketing in the public sector
Cybersecurity
legislations,
new
2. Size of the funding
potential risks and law changes that
3. Who will invest?
are not covered by the product
4. Maintenance of gaming application
2. Emergence new application popular
among the children/teenagers (new
Tiktok)
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SWOT Analysis
Strength
Weakness
1. Break down difficult theories into
easily-digestible micromodules
1. Time issue- slow implementation in
2. Provide an interactive learning
mass education
experience that helps keep
2. Public-private partnership that is hard
engagement and interest high (fun
to manage (funding might be an issue)
connections within games like
3. Creating a games application which
avatar creation)
goal is to be engaging and at same
3. Large pool of specialist working on
time setting a time limitation to it
the project (contact with a legal
adviser, a gaming adviser, teacher
and small research among children)
4. Hot topic - the question about
cyber security is up to date, of
growing importance and it is going
to stay

Opportunities
Threats
1. Two types of markets:
1. Other project with approved content
o Private through: application
by the educational authority may
platform for end consumers
come to market first
o Educational
Institutions:
2. Non- acceptance by the educational
one contract wins large
staff
number of users
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6. Impact Evaluation

The outcome is the immediate effect of the
project. You should describe the SDGs
addressed by this project, key groups and
stakeholders in our society that the project
anticipates to directly adopt the solution.
Please include an assessment on the
probability of adoption, for each of these
groups.
The Sustainable Development Goals (SDGs) were adopted by the United Nations in 2015 as
a universal call to action to realize all the 17 SDGs by 2030.
The list of prioritized stakeholders:
1. Children in the age group from 8 to 12. All the development is made to increase the
awareness of data protection of these children in a fun way. Some children have
been reported to have psychological problems related to personal data protection
issues such as fake profiles, cyberbullying, financial fraud, etc. Our game could
reduce the mental risk and create well-being for those children. (SDG3, Good health
and well-being)
Quality education is another essential SDG to pursue. Our direct purpose is to make
children play and learn at the same time. What’s more, the role of the game in education
is to increase children’s motivation and engagement in learning, enhance visual skills,
improve independent and collaborative problem-solving skills, and enable them to apply
knowledge learnt in gaming in a real-world situation. (SDG4, Quality education)
Our games will be played by both boys and girls alike. Children of different genders can
cooperate in encountering different reality-mimic scenarios. Subliminally, the gender gap
will be narrowed and interaction and collaboration skills will be improved. (SDG5, Gender
equality)
By playing our game, school children can constructively reduce the risk of exposure to
personal data protection issues, which is beneficial to their full growth. Compared to other
homogenous pedagogical methods, our gaming course will easily arouse children’s interest
in learning.
2. Schools: While this digital world calls for the need for data protection awareness,
public schools have a standardized course to educate students on data protection.
To fulfill the quality education SDG, schools should consider more than conventional
curriculum to confront new pedagogical concerns such as addiction to electronic
devices, exposure to fake news etc. (SDG5, Quality education)
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By means of creating a game in the framework of regular teaching, the curriculum will be
more practical and more colorful. Since we will license the schools mainly for
philanthropical purposes, schools will be more likely to adopt.
Other stakeholders: Investor, lawyers, game designers etc.

Long-term impact

While the outcome is the immediate effect of the proposed activities, the impact is the
global effect of the project on our society that goes beyond the project’s direct influence.
Please describe the following:
1. The anticipated change in behaviour, for different stakeholder groups
2. The anticipated long-term, positive change in our society
3. An assessment on the probability to reach the anticipated long-term change in our
society
4. The stakeholders anticipated to be required in order to reach that change
Question 1:
For children: The cultivated awareness will help them distinguish potential diverse private
data-related risks in their life henceforward. What’s more, by playing games on a team or
individually: visuospatial skills and cognitive skills will be improved.
For school: Swiss schools will be an epoch-leading example for all schools in the EU to adopt
gaming pedagogy.
For investors: Investors will have a long-term sustainable reputation.
Question 2:
The risks caused by data protection issues in the anticipating times, which thus intervene
in the increase of total well-being in our society, are largely hedged by the adoption of our
games in schools today.
Question 3:
The effectiveness depends on the quality of the game, degree of implementation, scale of
adoption, acceptance of customers and subsequent R&D.
Question 4:
Children, schools, game designers, investors, technicians, layers, etc.
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Metrix

Progress needs to be measured. Please describe key performance indicators (KPIs) that will
allow to measure the success of the project regarding the proposed outcome and impact
generated. Please propose a justification why you think, your selection of KPIs is
appropriate. Kindly specify what to measure at what time and how the proposed system
itself can be evaluated to ensure that it correctly measures impact for the outcome and the
long-term impact.
Key
Result Key Performance Indicators
Area
Users
Daily active players
Users
Number of total users
Games
Number
of
games
played(daily/weekly/monthly)
Games
Rate
of
game
completeness(daily/weekly/monthly)
Games
Maintenace/R&D

Weight
KPIs
20%
20%
20%

of Actual
Performance

20%
20%

7. Your Conclusion

We have identified a clear gap in the market. Children aged 8-12 are exposed to
considerable cyber threats that can have long-term psychological consequences but are not
protected enough to tackle these issues. Children should not have to be dependent on their
parents to educate them on these security risks, as some parents might not be educated
themselves nor see how large the issue actually is. Schools have an important role to play
to safeguard children. Children, for example, are taught how to correctly cross the road,
how to ride a bike in a safe way on the streets, and how to even brush teeth correctly in
Swiss schools. But issues relating to cyber security are not tackled until the children are older
despite children facing these issues at younger ages. We have a project proposal that will
change this. A game that will educate children in a fun way on these topics. The game will
help build safe habits and identify risks immediately when navigating the cyber space.
There are still a few steps needed to realize this idea:
1. Consultant to translate ideas into understandable instructions for game developer
2. Hire game developer: to create a mini game should take a day according to Marissa.
Depending on the level of expertise prices / day can range from approx. 300.- to
800.- / day. (freelancer with little experience versus an employee at a game
development company respectively). If the connections have to be created and all
the other game components, prices rise considerably. This would be done for the
next step
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