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Blockchain Based E-Voting System: 3Ts [TrackTraceTrust] 
Abstract 

Why does the world need this project now?  

Paper ballots are not practical or feasible in the modern world. We need an online alternative. 
This e-version should also be safe and ensure the anonymity of the users.  

Who benefits in which way and what is the unique value proposition?  

Anyone who votes would benefit from using our blockchain-based e-voting system. For example, 
students that are voting for a new student government or citizens of a given commune that would 
like to vote on the implementation of a new rule. With blockchain technology applied, our system 
can guarantee transparency and confidentiality because individual voter information and 
aggregate information are stored in a distributed fashion. Due to its decentralized nature, the 
blockchain-based voting app is more secure than the existing central server-based online voting 
system.  

Briefly describe the motivation, the project, how it works, how it creates impact and the 
basic business model, behind it.  
 
Our motivation is to offer a lean and easy to use e-voting app which can be connected to fully-
fledged e-voting systems. Existing e-voting options have been shown to possess various 
limitations. Many are related to safety concerns. People generally view electronic voting as an IT 
(information technology) problem, a job for a computer whiz or professional software team, like 
setting up a website or building an app. The big problem is the secret ballot. For elections, votes 
have to be anonymised. Our notion of voter privacy dates back millennia to ancient Greece, and it 
is recognised today as a fundamental right enshrined in the Universal Declaration of Human 
Rights. All identifying information is deliberately stripped away from the vote. Technology does 
not eliminate the burden of trust, it usually shifts it from one party to another — electronic voting 
systems may protect against some attacks, but might not against others. 
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1. Project Description  

Please describe the main activities that should be done by the project. This includes  
· The things that the project should build or produce (e.g., develop software).  
· The services the project should provide or sell.  
· What output this creates and how this creates impact.  
You can also add an overview of the project phases.  
 
Electronic voting (e-voting) is an electronic system that enables users to make a collaborative 
decision or vote online for candidates in an election. It handles the registration of voters, input of 
vote, vote casting, vote encryption, the transmission of the ballot to the server, vote storing, vote 
counting, and tabulation of the election result. E-voting has attracted in the last 15 years the 
attention of many institutions as an alternative to conventional voting with the hope to increase 
citizens’ participation and reduce the costs.  
 
The challenge  
Trust and credibility are essential ingredients for democracy and elections. Both have been 
damaged by opaque e-voting systems. There have been several attempts to introduce e-voting in 
Switzerland, with first trials in 2003. In general, e-voting faces challenges of trust to election 
administration and technology, challenges of scalability for large-scale elections, security and 
long-term privacy challenges, unpredictable malfunctions of servers, and others. Current 
approaches depend on purpose-specific complex cryptography to resolve the seemingly 
contradictory security requirements of verifiability and privacy. Moreover, most of the schemes 
suffer from high computational costs. Thus, it is desirable to consider developing more lightweight 
systems that can still satisfy the necessary security properties.  
 
Empirical evidence suggests that e-voting has no measurable effects on turnout. However, a study 
by Petitpas et al. studies indicates that e-voting has increased turnout among abstainers and 
occasional voters. “By contrast, the effects of e-voting availability on the equality of participation 
are mixed with respect to the age cohorts and gender.” [Adrien Petitpas, Julien M. Jaquet, Pascal 
Sciarini, (2021): Does E-Voting matter for turnout, and to whom? Electoral Studies, Volume 71, 
https://doi.org/10.1016/j.electstud.2020.102245] 

To our knowledge, there is a lack of trust in e-voting which is not based on facts. But there is no 
difference in security between paper-based and online elections. It’s a question of trust. 

It is in this context that the demand of citizen assemblies is rising to accommodate those who 
abstained or occasionally voted because they have lost faith and trust into politics at all or felt that 
their inputs were ignored or not even heard due to lack of possibility to express their opinions or 
views. In a few countries (Australia, Ireland) this has already led politicians to create citizen 
assemblies.  

 
Our proposal 
The development and implementation of an entire e-voting system that would allow for true 
democratic control – catering to the practical needs of administrators - is very research-intense and 
has been a difficult task for long. Building on our current discussions with a research collaboration 
group from EPFL, Bern University of Applied Sciences, and ETH Zurich who is proposing the 
development of an e-voting system beyond end-to-end verifiability (E2EV), the 3Ts project group 

https://doi.org/10.1016/j.electstud.2020.102245
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focuses on developing a SaaS (Software as a service)-solution which connects a user-friendly e-
voting app to fully-fledged e-voting systems with APIs. An underlying blockchain would secure the 
voting mechanism, cryptography is used to address the security and trust-related issues.  

The SaaS approach allows for remote application hosting and delivery, its key advantage is easy 
access across locations and devices. The 3Ts project digitizes the voting process with an emphasis 
on the user-experience and benefits from simplifying the tasks for administrators. This will allow to 
use the voting system as a building block as they do not have to worry on the voting itself anymore, 
as long as the data is forwarded in the needed formats. The proposed solution would offer users 
the ability to customize (security) settings. The 3Ts app/website portal’s main USP is a lean interface 
which so that users can understand the final tally.  

The solution would align to the following principles: 

• Help voters cast their vote at their convenience 

• Security – it is impossible to change someone else’s vote, delete votes or affect the 
accuracy of the final tally. 

• Conduct election in a transparent manner 

• Reduce the cost of conducting the election.  
 
The project phases 

(1) Development of an MVP (March – May 2022): The project group has already built a first 
MVP which is currently tested during the student general assembly elections in May 2022 
at Webster University in Geneva. Another test cycle is planned for communal and 
associational projects and elections in Austria.  

(2) Preparation of Collaboration with Swiss research consortium (April – June 2022): The 3Ts 
project supports the research proposal developed by a group of professors at EPFL, Bern 
University of Applied Sciences, and ETH Zurich who is set to overcome the secure 
implementation challenges of current E2EV systems behind. The idea is to develop a third-
generation e-voting system with stronger security properties under realistic assumptions. 
The role of the project group together with GEMLABS would be helping to translate the 
research results into an actionable solution that ideally would connect to 3Ts’ SaaS app. 
Our intent to collaborate has been communicated in form of a support letter for the 
consortium’s application to receive funds from the Swiss National Science Fund.  

(3) Executing first use cases (May – September 2022): The 3Ts project uses elections at citizen 
assemblies as a first use case for its proposed app. The second use case would be student 
association elections.  
 

Output 
-safe and secure ability to execute a vote 
-improve democratic processes 
-facilitate exchange and consensus finding within a team / organization 
-prevent voter fraud and other illegal activities  
 
Impact 
The 3Ts project uses elections at citizen assemblies as a first use case for its proposed app. In the 
past, several tools have been created to keep track of the discussed topics and expressed views and 
opinions. Those tools are mostly based on a database where Online-Discussion is used with 
possibilities to cast votes. The votes in such systems are based on login data. This leads to at least 
two major Problems:  System administrators can basically see who voted what, which makes the 
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vote too transparent and leaves the door open for manipulation. Secondly, if a user gets more than 
one set of login credentials, he could vote more than once. The only way to overcome the login 
issue would be to create a unique transaction code for every citizen who is allowed to vote. This 
can be done for example with access to a central population register.  

The manipulation of votes could be overcome by using blockchain to handle the votes. In the 
blockchain every vote is handled as a transaction and the election is a chain of transactions. A 
manipulation in the election of at least one vote will lead into a breakoff chain and therefore 
would be visible to everyone. 
 

 
1. Technical Viability Evaluation 

Please describe how the project works technically: Please address points here, where the 
technical feasibility is not obvious. Provide arguments and references, why you think your 
approach is feasible. In case there are open points, please address them and provide some 
hint, how this gap of knowledge can be closed.  
 
We propose the development of a voting app that would be connected to a fully-fledged system 
over APIs. As research would be potentially provided by the consortium led by research from 
EPFL, Bern University of Applied Sciences, and ETH Zurich, an overall e-voting system does not 
need to be developed by our project group itself. We concentrate on a solution that will allow 
others to use the voting system as a building block as they do not have to worry on the voting 
itself anymore, as long as the data is forwarded in the needed formats. Users are provided with a 
basic program and can add various features depending on what they desire.  
 
A first MVP of our solution has been developed and tested for the above-mentioned student 
association election. Below we summarize the technical viability and our learnings of testing the 
MVP.  
 
Description of technical design 

• In the literature, a vast number of e-voting schemes have been proposed. These include 
mix-net-based e-voting, homomorphic e-voting, blind signature-based e-voting, post-
quantum e-voting, hybrid e-voting and blockchain-based e-voting for better security and 
practical implementation.  

• Although many proposed e-voting systems use the Ethereum blockchain, we decided to 
use the Tezos blockchain instead to store a reference of votes, largely due to the 
difference in transaction fees between both blockchains, as it is one of our main 
objectives to make secure voting more affordable. Tezos is an open-source platform that 
addresses key barriers facing blockchain adoption for assets and applications backed by a 
global community of validators, researchers, and builders. The advantage of focusing on a 
public blockchain is that users do not have to trust one interface but can use many 
different ones. Such an approach makes it much more complicated to hack.  

• The blockchain runs behind an easy-to-use interface and allows to manage the vote while 
it is happening and to have a permanent, public record.  

 

https://www.mdpi.com/2073-8994/14/5/858/htm
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The MVP had two main components. The first was the user interface which was designed to be as 
intuitive and easy to use as possible, concealing the complexities of the second component, which 
was the blockchain voting smart-contract. 
 
Below is an image of the interface that was used during the Student Government Association 
election at Webster University Geneva, in May of 2022. 
 

 
 

Once a user cast their vote using their name and student ID number, this was subsequently 
written onto the blockchain and from there its data could be verified using a variety of interfaces 
which allow for the exploration of the Tezos blockchain. 
 
An example of that can be seen below, where the first image shows the list of votes and the 
second shows the details for one vote. 
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All votes are encrypted twice, making it impossible even for the administrators to tell who cast 
any of these votes. As such, we aim to challenge the misconception that transparency comes at 
the expense of privacy and anonymity. 
 
 
Summary of key learnings based on the MVP 
A common criticism of blockchain-based systems is based on the difficulties that arise when it 
comes to scalability, and this issue became evident even for a small student election. Because 
blocks are added onto the blockchain at fixed intervals (approximately one per minute on the 
Tezos blockchain), if each vote is its own transaction to be recorded individually onto the 
blockchain, then this will inevitably create a queue in which votes may have to wait before making 
it onto the blockchain. In addition, how long each transaction waits can be influenced by a 
number of different external factors which affect the speed of the blockchain as a whole. Though 
this is undeniably a challenge, it is one which can be overcome in future implementations by 
grouping several votes into a bundled transaction which is only written onto the blockchain after a 
certain number of votes have been received. That way, the number of votes needed before the 
block is written on the blockchain can be modified in real time based on the fluctuating 
networking conditions of the blockchain to maintain an ideal balance between security, simplicity, 
transparency, and efficiency at all times. 
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Key mechanisms 

• Authentication mechanisms 

• Casting mechanisms  

• Verification mechanisms 

• Tallying mechanisms 
 
 

Authentication 
mechanisms 
 

Election administrators create election ballots using a decentralized 
app(dApp). This decentralized app interacts with an election creation smart 
contract, in which the administrator defines a list of candidates and voting 
districts. This smart contract creates a set of ballot smart contracts and 
deploys them onto the blockchain, with a list of the candidates, for each 
voting district, where each voting district is a parameter in each ballot smart 
contract. When the election is created, each corresponding district node is 
given permission to interact with his corresponding ballot smart contract. 
 
The registration of voter phase is conducted by the election administrators. 
When an election is created the election administrators must define a 
deterministic list of eligible voters. This requires a component for a 
government identity verification service to securely authenticate and 
authorize eligible individuals.  

Casting 
mechanisms  
 

When an individual vote at a voting district, the voter interacts with a ballot 
smart contract with the same voting district as is defined for any individual 
voter. This smart contract interacts with the blockchain via the 
corresponding district node, which appends the vote to the blockchain if 
consensus is reached between the majority of the corresponding district 
nodes. Each vote is stored as a transaction on the blockchain and each 
individual voter receives the transaction ID for their vote for verifying 
purposes. Each transaction on the blockchain holds information about 
whom was voted for, and the location of aforementioned vote. Each vote is 
appended onto the blockchain by its corresponding ballot smart contract, if 
and only if all corresponding district nodes agree on the verification of the 
vote data. 

Verification 
mechanisms 
 

Each individual voter receives the transaction ID of his vote. Each individual 
voter can go to his government official and present their transaction ID after 
authenticating himself using his electronic ID and its corresponding PIN. The 
government official, utilizing district node access to the blockchain, uses the 
blockchain explorer to locate the transaction with the corresponding 
transaction ID on the blockchain. The voter can therefore see his vote on 
the blockchain, verifying that it was counted and counted correctly. 

Tallying 
mechanisms 
 

The tallying of the election is done on the fly in the smart contracts. Each 
ballot smart contract does their own tally for their corresponding location in 
its own storage. When an election is over, the final result for each smart 
contract is published. 

  

2.  
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3. Legal Feasibility Evaluation 

Please provide considerations on regulatory constraints that might restrict or endanger 
the action proposed. Please address points here, where the regulatory feasibility is not 
obvious.  
Since the European Union’s General Data Protection Regulation (GDPR) entered into force in May 
2018, it has set new critical requirements for remote electronic voting projects. Based on a study 
by Rodríguez-Pérez (2020) on e-voting in Åland Islands (Finland) and France, we see four different 
challenges on the processing of personal data in remote electronic voting under the GDPR which 
could benefit from more guidance, be it by the national regulator or at the wider EU-level. 
[https://www.h2020prometheus.eu/sites/default/files/2021-06/2020ARPEVOTEID.pdf]:  

• the definitions and categories of personal data processed in online voting projects; 

• the separation of duties between data controllers and data processors; 

• the secure processing of (sensitive) personal data, including the use of anonymisation and 
pseudonymisation techniques;  

• as well as post-election processing of personal data, and possible limits to (universal) 
verifiability and public access to personal data. 

In Switzerland, the Confederation sets the legislative framework for e-voting, while the cantons 
decide whether to offer this voting method to their voters. For political elections at the canton 
level, using e-voting systems requires approval of the Federal Council (Art. 8a of BPR [98]). “The 
Federal Council defines in its ordinance about political participation VPR some basic requirements 
for vote électronique (Art. 27 of VPR [53]), while much of the competence for the more technical 
implementation of the law is transferred to the Federal Chancellery” [Moser 2022: 61, 
https://doi.org/10.3929/ethz-b-000535992]. A new legal basis for e-voting trials is to be finalized 
by mid-2022. It is unclear, whether e-voting systems and their components will need to be 
disclosed under an open-source licence.  There may be initial apprehension in regards to the 
uptake of blockchain based technology. E-voting via blockchain may be viewed with reservation 
due to fear that the technology does not comply with safety regulations.  

In future, the Confederation will approve only completely verifiable systems for e-voting. 
Complete verifiability allows manipulations to the electronically cast votes to be detected before, 
during and after the e-voting process. 

 

 

 

 

 

 

https://doi.org/10.3929/ethz-b-000535992
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4. Market Evaluation and Basic Business Model  

What is the market you are aiming at? Integrate the Market Evaluation to define a 
business model.  
Swiss Market 

E-voting is still a niche area in research. If there were a bigger e-voting market – in other words, if 
more countries used e-voting systems – this would also lend impetus to research on the topic. 
This is why pioneering projects, such as those being carried out in Estonia and Switzerland, are of 
such great interest to researchers. 

In fact, Switzerland is playing a vital role in preparing the terrain for e-voting. It sets high 
standards for the e-voting trials and makes them legally binding. Swiss Post is playing its part and 
is developing a system that meets these legal requirements. The level of security and technical 
implementation represent the state-of-the-art in current research. Since the outbreak of the 
pandemic, people in Switzerland have made more use than before of digital public services. A 
total of 38 percent of the population have become more open to government digital services 
during this time. At the same time however, according to Deloitte's latest Swiss Digital 
Government Study, 21 percent of respondents have less trust in the state's existing digital services 
less than they did before the pandemic - many cite cybersecurity and data protection as key 
reasons. The Deloitte survey also shows that there is also a demand for more digitalization in this 
area. 84 percent of respondents say they would like to cast their vote electronically.   

By the prospects of collaborating with the above-mentioned research consortium which aims to 
develop a third-generation e-voting system for national elections, we focus with our app on 
elections not higher than municipality level in the DACH region and consider association elections, 
such as student associations, as ideal market entry points due to their openness to technology 
advancement.  

Although e-voting may not be suitable for every country, Switzerland seems to have a long 
tradition on referendums, and actually, they have been already using e-voting for many years. 
However, when the Swiss Post e-voting platform was published, back in 2019, it faced some public 
scrutiny, mostly from the academic community.  As a result, some significant issues were 
uncovered, so eventually Swiss Post decided to suspend the deployment of the system.  

Business Model 

• Freemium 

• We think our core service should be as simple as possible, which also implies that it 
should be free. We offer different plans so that users can get more features, and we 
would continuously revise our plans to ensure maximum value while maintaining a 
sustainable business. 

 
Pricing Model 

• Free – Basic – Pro – Enterprise 

• Branding available for an additional price 
 

https://www2.deloitte.com/ch/en/pages/press-releases/articles/deloitte-swiss-digital-government-study-2021.html
https://www2.deloitte.com/ch/en/pages/press-releases/articles/deloitte-swiss-digital-government-study-2021.html
https://www.zdnet.com/article/vulnerability-in-swiss-e-voting-system-could-have-led-to-vote-alterations/
https://www.evoting-blog.ch/en/pages/2019/swiss-post-temporarily-suspends-its-e-voting-system
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Revenue Stream 

• Our main income would come from votes 

• Revenue per API: we would charge for every API call; this means, every casted vote would 
be charged with some cents; we would ask for an upfront fee  

• Basic API can be provided, but then each use case would need some adaption  

• Consulting stream as an added revenue stream; consulting against a fee to help people to 
implement our e-voting solution (for our second target groups, consulting is less 
interesting; consulting becomes more interesting for national elections) 

 
 

 
Business Canvas  
The business canvas might help you to structure the market evaluation and use it for an 
overview of your business model. You may consider developing it in Miro and just copy the 
Miro-Board results to the concept. 
 
The Problem 

• How can we make online voting safe, secure AND simple?  

• And, how can we ensure that our technology is trusted? 

• How can we address e-voting as a cybersecurity issue that has many factors to be 
considered before it can be implemented in real-world applications? 

 
The Solutions 

• 3Ts project group focuses on developing a SaaS (Software as a service)-solution which 
connects a user-friendly e-voting app to fully-fledged e-voting systems with APIs. An 
underlying blockchain would secure the voting mechanism, cryptography is used to 
address the security and trust-related issues. 

• Trust in the technology is to be built by working together with two target groups as early 
adopters: communes and student associations 

o Trust can be strengthened through live demonstration which should show 

▪ Easy Access and use (simple) 

▪ Red Flag rising when voting chain is altered (and therefore broken) after 
vote is casted (Safe) 

▪ Encryption of voters and casted votes (secure) 

• The cybersecurity issue is to be addressed in building on the research conducted by our 
partners at ETH Zurich, EPFL and the Bern University of Applied Sciences (collaboration 
agreement not signed yet but we expressed interest by Gemlabs support letter for their 
research proposal) 

 

 

https://miro.com/app/board/uXjVOO3rKZY=/?invite_link_id=240478086135
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Competitors 

Based on our market research, we have come to the conclusion that there are many existing 
projects so far, in particular e-voting platforms. An overview of projects worldwide that are based 
on open-source software such as the one we aiming to build, is provided by the Democracy 
Foundation at https://democracy.foundation/similar-projects/. Relevant competitors at the Swiss 
market are:  

• Concordium: The first decentralized blockchain with identification at the protocol level is 
provided by a Swiss Concordium, a Web 3.0-based, sustainable and science-proven 
blockchain. This identity layer offers transactional privacy, while also supporting 
regulatory accountability. 

• Scylt: The first version of a Swiss e-voting platform had been developed by Scytl, a spanish 
company specialized in electronic voting systems. After that fiasco, Swiss Post changed 
their approach, acquiring the source code from Scytl and moving to a transparent, open-
source focused, in-house development process, which is where they are at now. 

 
Target Group 

• Fundamental to all is trust in the voting service provider 

• Our initial target group are universities: student elections 

• Our second target group: associations, municipalities; Austria as an example:  national 
votes, presidential votes, county votes, municipality vote; around 2750 governmental 
voting cycles over 6 years 

 
Who will adopt our technology?  
 

• Schools, universities and other educational institutions → for internal student 
government elections and other decisions  

• Communes →elections for a certain referendum to be voted on and elections for a new 
communal member etc.  

• Civil societies and businesses → electing presidents, electing people for a certain position, 
voting on a new guideline or organizational regulation  

 
The probability of adoption 

• There is a high probability that it will be adopted in the future under three conditions 
o if it is cheap and easy to use  

o it also ensures anonymity and is secure  

o But depending on the stakeholders need for security, they will be more or less 
likely to adopt this technology  

• if they require an election that is highly secure and where the votes are traceable – then 
blockchain voting will be a good fit for them  

 
• If security and traceability is not a top priority – then an organization / commune etc. is 

more likely to stick to more conventional ways of voting e.g., paper ballots, fax, mail or 
another online method  
 

 
 

https://democracy.foundation/similar-projects/
https://en.wikipedia.org/wiki/Scytl
https://www.evoting-blog.ch/en/pages/2020/an-e-voting-system-for-switzerland-and-by-switzerland
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USP 

• We offer an e-voting solution that is API-based and therefore easy to use, allowing for 
customizing vote cycles (Voting/Election as a service à Software as a service) 

• Because our solution is based on the Tezos blockchain, there are many interfaces for 
users; While one interface opens the gate for hackers and brings a series of security 
challenges (refer to Park et al 2021, Going from bad to worse: from Internet voting to 
blockchain voting), the fact, that we can offer many different interfaces, makes hacking 
very difficult 

• We can connect our e-voting app to fully-fledged e-voting solutions with APIs 
 
Likelihood of uptake 
 

 Uptake But… 
Student associations / 
educational institutions 

low need for security / 
traceability – unlikely to take up 
blockchain voting 

On the other hand, students 
may be more open to new 
technologies and innovative 
technological approaches  
 

NGOs, businesses Higher need for security and 
traceability than student / 
university related voting 
 
They may distrust the technology 
and are more likely to trust 
existing ones such as paper 
ballots  

May be more reluctant to 
take up new innovative 
methods of voting such as 
blockchain voting systems  
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

https://academic.oup.com/cybersecurity/article/7/1/tyaa025/6137886
https://academic.oup.com/cybersecurity/article/7/1/tyaa025/6137886
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5. Economic Sustainability Evaluation 

Please make a rough estimation of the investment, the cost and the revenues expected 
over time (you can break it down to the different phases of the project).  
 
Costs about voting in Austria 

• 2019: 15-20 Million Euros [https://www.finanz.at/news/neuwahlen-kosten-3/] 

• Election administration costs $8.10 per voter on average in the U.S. 
 
Costs of e-voting of a system we are proposing may be significantly more cost-effective than 
paper-based ones 

 
The cost for the user of our system will depend on what the transaction fees are. The transaction 
fees are dependent on what blockchain is selected. In our case, each vote via Tezos costs on 
average 0.0005 Tez as can be seen on the blockchain explorer shown earlier. With a current value 
of around $2 per Tez as of May 9th, 2022, this means that recording each vote on a permanently 
secure public ledger would cost around a tenth of a cent per vote, which is cheaper than the 
current voting systems in the U.S. by a factor of over 8,000. If we were to cover the blockchain-
related costs and add a markup of 80,000%, it would still be a cost-effective solution for U.S. 
elections. Though these numbers are theoretical in the case of the U.S., they are not theoretical 
everywhere. In Estonia, the administrative cost of a national electronic voting system has already 
been shown to be about half that of using the traditional system, thanks to in part the fact that 
automation can dramatically reduce the immense human workload involved. 
. In the case of Webster University Geneva, a total of 77 votes were cast at an average cost of 
0.00051 Tez each, meaning that they were able to have unprecedented trust in their voting 
process and be invoiced just around 8 cents (with no markup). When researching current e-voting 
systems, the cheapest found so far (of the ones which announce their price) charged around 30 
cents per vote on top of a flat fee. This suggests a strong possibility of being both profitable and 
attractive to customers, with the main investments coming only from the initial costs of software 
development. 

 
 
 
 
 
 
 
 
 
 
 
 

 

https://www.finanz.at/news/neuwahlen-kosten-3/
https://electionlab.mit.edu/sites/default/files/2019-01/mohr_et_al_2017summary.pdf
https://link.springer.com/chapter/10.1007/978-3-030-00419-4_8
https://right2vote.in/
https://right2vote.in/
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6. Economic Risks Analysis 

Every innovative project is also prone to high risk of failure. To manage those risks, they 
need to be documented. Please discuss and evaluate possible risks that endanger the 
economic and/or impact success of the proposed project. Please use a Rumsfeld matrix 
and/or SWOT-analysis to visualize the main risks – you may consider using Miro.  
 
 

 
Rumsfeld Matrix 
 

Known Knowns [What we know that we know - Facts] 
 
People are reluctant to trust blockchain based 
e-voting 

Known Unknowns [What we are aware of but don’t 
understand] 
 
Voter fraud remains an issue even with 
blockchain based e-voting, yet how to tackle this 
remains unclear for now 

  
 

Unknown Knowns [What we don’t know that we know] Unknown Unknowns [What we neither aware of nor 
understand – Research/Exploration] 

 
- 
 
 
 

 
The uptake/development of blockchain based e-
voting in the future remains unknown for now 

 
SWOT Analysis 
 
Strength Weakness 
 
-secure and anonymous voting  
-parameters can be modified to fit each user’s 
needs  
 

 
-distrust 
-lack of understanding of the underlying 
technology  
 

Opportunities  Threats 
 
-cheap and energy efficient technology  
-revolutionize the voting process 

 
-other existing / newly developed blockchain 
voting systems  
-technical issues from environment (solar flares, 
blackouts, etc.) 

https://miro.com/app/board/uXjVOO3rKZY=/?invite_link_id=240478086135
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7. Impact Evaluation  

The outcome is the immediate effect of the 
project. You should describe the SDGs 
addressed by this project, key groups and 
stakeholders in our society that the project 
anticipates to directly adopt the solution. 
Please include an assessment on the 
probability of adoption, for each of these 
groups.  

 
SDG – 10, 9 and 16 are addressed by a blockchain voting project  
 

Environmental - 
SDG 9 
 

Through our project we foster innovation in relation to environmental 
issues which relates to SDG 9 
For example, if paper ballots are replaced by e-voting, then the amount of 
paper waste and other resource used would be reduced. 
  
Also, in contrast to some other existing e-voting systems that rely on "proof 
of work" verification, we could create an online voting system that uses a 
blockchain which employs "proof of stake" verification. Like this the energy 
needed to "run this program" would be significantly less than what is 
required by the other energy-costly "proof of work" verification system 
(which underlies the blockchain Bitcoin for example). The consequence is 
that our 3Ts project would have a better environmental footprint.  
 
Unlike Proof-of-Work blockchains like Bitcoin or Ethereum, Tezos’ Proof-of-
Stake requires significantly less energy and cost to operate, making it an 
ideal alternative platform for building blockchain applications that are eco-
friendly. 
 

Social - SDG 10  
 

Its social impact helps bring us closer to achieving SDG 10 – reducing 
inequality: The right to vote is a human right and our technology would 
enable anyone (with access to the internet and a smartphone) from 
anywhere in the world to execute this right. This is of particular importance 
during pandemic and post- pandemic times where working from home has 
become the norm in many sectors. 
 
Making the electoral process cheap and quick, normalizes it in the eyes of 
the voters, removes a certain power barrier between the voter and the 
elected official and puts a certain amount of pressure on the elected official. 
It also opens the door for a more direct form of democracy, allowing voters 
to express their will on individual bills and propositions. 
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Political – SDG 
16  
 

The political impact of 3Ts helps address SDG 16 by building peace, justice 
and strong institutions. 
With our system, we would reduce voting fraud and corruption.  
In doing so, we would maintain, protect and promote democratic processes 
within institutions.  

 

 
Long-term impact 
While the outcome is the immediate effect of the proposed activities, the impact is the 
global effect of the project on our society that goes beyond the project’s direct influence. 
Please describe the following:  
 
The anticipated change in behaviour,  

• a shift away from paper ballots to e-voting options that can be done from anywhere for 
any vote 

 
The anticipated long-term, positive change in our society  

• safe and secure voting systems  
 

The probability to reach the anticipated long-term change in our society  

• the probability remains undetermined for now  
 
The stakeholders anticipated to be required in order to reach that change 

• academia: e.g., consortium led by professors from EPFL, Bern University of Applied 
Sciences, and ETH Zurich 

 

 
Metrix 
Progress needs to be measured. Please describe key performance indicators (KPIs) that will 
allow to measure the success of the project regarding the proposed outcome and impact 
generated. Please propose a justification why you think, your selection of KPIs is 
appropriate. Kindly specify what to measure at what time and how the proposed system 
itself can be evaluated to ensure that it correctly measures impact for the outcome and 
the long-term impact. 
 
KPIs – to be discussed at a later stage of the project, once partnerships are being developed. 
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8. Your Conclusion  

 
 
Looking into historical issues in paper tallies (in particular with mail voting) there is definitely a 

demand in in electronic voting system. Since nearly 15 years there have been several approaches 

to develop one, with closed and open software. Most of these approaches/attempts started to 

develop a whole system running into many issues overtime and most probably lost interest or it 

became too costly to develop further. After some discussion about Pros and Cons the 3Ts group 

decided to focus on the voting technology since there had been a first and basic MVP based on 

Tezos blockchain at hand. Looking also at the cost advantage a blockchain voting brings a huge 

cost reduction immediately after the system is set up (i.e. €80.000,- for blockchain voting against 

€ 15 to € 20 Mio for paper voting with Austria as an example for a nationwide election). 

Additionally, the core system in development is aimed to be connected to different citizen 

assembly systems as well as all systems where only paper votes or unsecured e-voting are 

currently used. With all that and further connections to university and their research programs 

including democratic parties and association it gives the project a bit of a head start into bringing 

it from the research world out to the working and therefore business world. 

 
 
 
 

 


