D-Souk: Focus group 4
‘We invite you to make profit out of your data on your conditions’. D-Souk is a digital
marketplace which connects data owners and data users.

Project D-Souk
Abstract

Why does the world need this project now? Who benefits in which way and what is the
unique value proposition? Briefly describe the motivation, the project, how it works, how it
creates impact and the basic business model behind it.
D-Souk aspires to create a democratic world of equal wealth in the new digital age by
providing the opportunity to ordinary digital citizens to exchange their own data on their
own terms while monetizing or donating it. D-Souk wants to give data producers the
change to exchange their personal data for money to a project of their own choice. The
power is with the people.
D-Souk provides multisided platform which acts as an intermediary between data
providers and data consumers, allowing for a large amount of verified Data to become
accessible to Data consumers in an unprecedented way.
We start the project by building a use case, creating an MVP and finalizing our hypothesis
through a pilot project. We are experimenting with our data consumers and building our
platform while navigating through the complex technical and legal world of data
management. Eventually we are scaling the initiative to other use cases.
Use case:
In this particular use case, we aim to build our hypothesis and realize our challenges and
opportunities though understanding medical data of individuals.
The project focuses on individuals' behavior towards donation of their health-related data
on account of the data providers’ own choice of data consumers. This hypothesis can be
scaled to other topics as well.
On the side of data consumers, the data provided can be used to aid faster, authentic
quality scientific research, particularly for under-researched subjects such as Long-Covid
(our use case subject), a context that requires a multitude of different data to be better
understood and researched. Eventually we are scaling the initiative to other use cases in
the medical field, such as rare disease, burn-out prevention.
The Value Proposition of D-Souk:
•

Data providers (individual people) can monetize their personal data, trading and
exchanging in a protected ecosystem all while contributing to a research project
they believe in and want to support.
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•

Data consumers have access to a single effective advanced customer data
collection hub with embedded advanced analytics.

Data providers

Data consumers

Motivation to sell/donate data:
• Those who seek additional income
(students, individuals with low
income)
• Those who care about research
and want to make a social impact
• Those who are impacted by
disease and can benefit directly
through information and contact to
medical research and peer groups

Needs: to collect customer healthcare data
for research
Status: the need is partially covered, but
there are a few pain points remaining:
• paper based surveys and customer
engagements takes a lot of time
and space
• no centralized data collection point
points
• data quality and data normalization
is a challenge, standardization
questions

Our assumptions were tested and
validated by a survey designed and
analyzed by our team.

Value proposition of the platform for data
consumers: D-Souk creates a single
effective advanced customer data
collection hub, possibly with embedded
advanced analytics.

The world, individuals, and organisations
need a secure, safe Data Marketplace that
respects their Health and Medical Data
and enable their exchange.

Team Member (Name)

Background (e.g., informatics, game designer, …)

Anam

Emerging Technologies, Tech, Business &
People, Project Management

Yulia Myronova

Strategy, Technology, Startup Founder
- Financial Services, WealthTech

Martine Richmann (Tina)

Digital Excellence, Strategy, Finance,
Technology - Financial Services, Pharma,
RegTech – Business Owner

Claudia Tutas

Finance, Digital Transformation, Business
Owner
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Public Accountant, management, training and
strategic organizational, currently MBA.

Camila Barreiro

1.

Project Description

Please describe the main activities that should be done by the project. This includes
· The things that the project should build or produce (e.g., develop software).
· The services the project should provide or sell.
· What output this creates and how this creates impact.
You can also add an overview of the project phases.
Project Goal:
Our goal is to build a sustainable initiative which is data secure, data transparent, data
democratic. Through this project, we contribute to a shift in power dynamics, create
transparency around data use, distribute wealth and empower the individuals.
Project Plan:
As established earlier: through D-Souk, one can trade one’s own data while knowing exactly
where, how and when one’s data goes and who, apart from oneself, profits from it.
The initative starts by:
1. Building a Use case and defining data for Long Covid resarch
2. Developing an MVP
3. Understanding data providers through survey
4. Defining the Technical, Legal, Human rights & Business case
5. Product development journey
The image below is a show of our product development journey and maps what our product
journey looks like starting from:
• MVP stage
• Multisided platform development architecture
• Potential Mobile app interphase
• Sophisticaed dash board with analysis for all platform users (Web and mobile app
both)
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Project Methodology:
For the project we have used a combination of project management and innovation
management tools such as Design thinking frameworks, consumer surveys, product
journey mapping.
Project Output:
By the end of this project, we aim that D-Souk's proof of concept (provide a digital
marketplace which connects data providers and data consumers) is clear and we are a
step closer to proofing our assumptions.
A natural consequence of our initiative would result in ideological achievement in form of:
1. D-Souk gives the power over the use of data back to the providers/owners of the
data. They don't have to accept the cookie policies, but they set the rules of what
kind of data they give to whom and when.
2. The platform creates trust by putting a focus on data security and thus invites data
providers to actively think about what they would like their data to be used for,
encouraging the use of this data for projects with a benefit for society (healthrelated data).
3. Data consumers (those who buy the data) pay for it. Data providers (those who
give the data) get a reward for their donation. This reward could be money, and/or
could be the health-related research related to the field they want to support with
their data.
Project Team:
The D-Souk-team is self-organised and composed from experts coming from different
horizons, countries, having several seniorities levels and experience background. Indeed,
the group consists of founders, professionals, experts, consultants and students. This is
an unprecedented skill and approaches mix that allows a dynamic ‘design thinking’. The
setting of the team is a unique constellation and experience to achieve incredible ‘design
thinking’ for a common purpose, achieving to show to provide new solutions for a better
world.

1.

Technical Viability Evaluation

Please describe how the project works technically: Please address points here, where the
technical feasibility is not obvious. Provide arguments and references, why you think your
approach is feasible. In case there are open points, please address them and provide some
hint, how this gap of knowledge can be closed.
The technologies for building the platform still have to be chosen and will be defined upon
final agreement of the direction and sponsoring of the project.
To build our platform MVP, we aim to begin by developing a basic scale of web portal. For
the pilot product, we want to experiment with a mobile version of the product and
introduce user friendly individual data analytics dashboard.
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Additionally, to build a quality and fast product, we will consider other technical concepts
such as:
• Cloud Computing
• Decentralized Architecture
• Privacy-enhancing Technologies (encryption)
• Confidential Computing (hardware-based secure enclave to secure Data while in
computation)
• Ecosystem Embedding along Partners
• Federated Machine Learning for Data Exchanges/Analytics
• Security API and other interfaces
- API and other interfaces,
• RPA
• Blockchain

Data Privacy, Data Protection and Security are of high relevance in this project
that will carry sensitive Data.

2. Legal Feasibility Evaluation

Please provide considerations on regulatory constraints that might restrict or endanger
the action proposed. Please address points here, where the regulatory feasibility is not
obvious.
EU governance:
EU Data Protection Directive 1995. This directive sets out seven principles of data
collection:
1. Notice: users should be given notice when their data is being collected
2. Purpose: data should only be used for what is stated it will be used for
3. Consent: user data should not be shared without the users' consent
4. Security: Collected data should be kept secure
5. Disclosure: users should be informed about who is collecting their data
6. Access: users should be allowed to access their data and make corrections to any
inaccurate data
7. Accountability: users should have a method available to them to hold data collectors
accountable for not following the above principle
Human Rights:
Our platform allows to financially compensate the donors of medical data. This could raise
ethical questions: What price can we give to human data? Are we in the business of
trading human data? For this, our answer is no: We do not give a price to human data but
we give a compensation for the efforts of the data providers. What is remunerated here is
the sharing of the donor's data and not the data itself because it always belongs to the
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individual. In addition, the financial compensation can be paid to foundations such as
health promotion or medical research foundations for a specific disease.
In order to guarantee this right to our data providers, we have set up a contract specifying
the duration of the data use. Thanks to this, the data providers remains free to disclose his
data for a limited time according to the signed contract
Another point are legal issues that are not of regulatory nature. For example, you might
rely on intellectual property rights or they might be conflicting intellectual property rights. It
is important to mention them here, even if you cannot fully answer them at this stage

3. Market Evaluation and Basic Business Model

What is the market you are aiming at? Integrate the Market Evaluation to define a
business model.
We position ourselves as a Data as Service provider along with other well-known
companies. IDC, Gartner, Cisco, and Statistica value the total global ‘sharing data value’
as a USD Billions 274 opportunity, what would represent 175 zettabytes of data until 2025.

But the business model will be finalized during the pilot phase. We do not intend to work
on a pilot until it reaches its perfection, but we intend to launch a MVP and focus by
starting on Long-Covid Data, and will extend it based on our opportunities, next focus, and
requests to other medical cases, diseases, or auxiliary use cases. Also based on the
regulation factors that we could cover by our priority settings; we will extend to other
countries having started by Switzerland. We aim to reach wide user coverage so that the
Platform can gain attractivity.
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Business Canvas

The business canvas might help you to structure the market evaluation and use it for an
overview of your business model. You may consider developing it in Miro and just copy the
Miro-Board results to the concept.
Our extended Business Canvas includes the description of:
• Unique Value Proposition
• Solution
• Key Partners
• Customers Segments
• Channels
• Key Activities
• Key Metrics
• Costs Structure
• Revenue Streams
• Challenges
• Governance
• Social Impact
For the business canvas, please refer to the separate document.

4. Economic Sustainability Evaluation

Please make a rough estimation of the investment, the cost and the revenues expected
over time (you can break it down to the different phases of the project).
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This Platform is estimated to be desirable, feasible, and viable. An estimation of the costs
and of the revenues would take place in a deep and accurate form in a coming stage of
this ‘Design Thinking’ Project.
Some variables would have to be considered upon final decision, but please be mindful
that the cost level per aspect might significantly vary.
The costs would be composed of:
• multi-sided Platform: algorithm development and testing – alternative: buy of a
running trading Platform and customizing configuration – buy or do: decision to be
taken
• infrastructure set-up: cloud computing, privacy-enhancing hardware and software
solution (or integration to such services), integration and IT compliance
• expertise (legal. Governance, ethics, technology), team (product owner,
development, business development etc) and boards resources
• resources can be internal or on-demand
• marketing and communication to promote the Platform to Data Owners,
Customers, Partners etc
The possible expected revenues could be gained from:
• a cut of the transactions of Data sold/bought.
• subscriptions to the provided services (access to the Platform)
• a mix of a commission and subscription
• fees for special Sets of Data
• DaaS (Data as a Service)
• non-linear pricing
• white labelling; - ‘advertising’, i.e. disclose of the names/profiles of the partners
The high-level anticipated costs structures and revenues would be defined in the coming
next stage of our project and may significantly vary depend on the projected data volumes
and security requirements.
This Platform can develop and scale vertically and horizontally. However, we will choose
to focus on one field (Health Data) at the start.
We intend to start with a MVP and to develop next steps based on our customer’s needs,
so that we provide development "on the go”.
The customer interview demonstrates that users are rather reluctant to share the healthrelated data. Majority consider this data type as too personal and scared to share.
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Relative Figures based on the results collected from the fist small sample survey
Despite the hesitation to share the healthcare data without the context or motivation, the
vast majority of people would consider data sharing it they know it contributes to the
research, anonymized and securely stored. The financial remuneration is mentioned as an
important factor to share the data, but not as significant as the contribution to the
research.
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5. Economic Risks Analysis

Every innovative project is also prone to high risk of failure. To manage those risks, they
need to be documented. Please discuss and evaluate possible risks that endanger the
economic and/or impact success of the proposed project. Please use a Rumsfeld matrix
and/or SWOT-analysis to visualize the main risks – you may consider using Miro.
A closer risk analysis must be defined. We suggest to finalise it after the project has
received the final results from the survey that is running at the moment.
An upcoming risk is related to the trust into the Platform. Remediation to this risk is to
proceed to a complete ‘Transparency’ Policy. This would foresee to indicate clearly for
which clinical studies the Data are intended to be used; and which partners (Research
Labs, Clinical research, Universities, Pharma Companies) would have access. A starting
point would be to offer the gathering and transferring of Data for research related to LongCovid as this is recognised as a need; and then, in this case, list the potential Partners
that would be able to access to the Data. Moreover, a system of Traceability of the Data or
Metadata could provide an additional guarantee to verify the use of the Data.
The project Team identifies also a barrier to the willingness to provide Data based on the
lack of Transparency and Protection and Security mechanisms. Our Platform would cover
theses aspects technically.
This presumed mentioned barrier, however, must be confirmed. In fact, parties are
divided:
• some folks consider that Data has ‘public good’ as they have nothing to hide and
disclose it freely over the internet ever since ‘Facebook’ went live.
• on another hand, many individuals consider their personal and Health Data as a
good to cherish, value, and disclose very carefully or not at all
• under certain guarantees some people welcome a possibility to sell their data. (In a
nutshell, in Switzerland, a GfS Study revealed that the Swiss population would be
willing to sell their Health Data against CHF 600.- even not mentioning Data
Processing Security and Protection issues:
https://www.watson.ch/schweiz/gesundheit/411427225-schweiz-viele-leutewuerden-fuer-600-franken-gesundheitsdaten-verkaufen).
The results of our survey launched in April will confirm our first assumptions and a trend
that we have described above. The attached Business Canvas mentions the Challenges
that the project team identified so far.

Rumsfeld Matrix
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Known Knowns [What we know that we know - Facts]
Such Platforms on Financial Services Niches
are very common

Known Unknowns [What we are aware of but don’t
understand]
Revenues Extent – Market Analysis must be done

Doctors guide medical operations (heart
surgeries for example) from one country to
another, live, and through internet. Medical
Data might be secured or protected or at risk
if not encrypted while such surgeries take
place.

Pharma Companies are running huge projects
involving PET technologies. Would they reach out
to Data Producers also directly (or indirectly)?

Unknown Knowns [What we don’t know that we know]

Unknown Unknowns [What we neither aware of nor
understand – Research/Exploration]

Data Providers/Owners are expecting that
finally some Organisation will offer them a
chance to make money from their Data, as
well as make it possible for them to offer it for
a good cause under secure conditions

Which projects are running in the US and in
China, by Pharma, Biotech, but also Technology
Platforms such as Alphabet (for example, Google
entered into the Financial Services, and, having
the biggest market capitalisation of the world,
might enter in other market/business cases)

SWOT Analysis
Strength

Weakness
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Ideation mixing the use of new Technologies,
while including new Regulations to come is an
excellent opportunity
Data Providers and Owners will be
empowered to value their Data

Funding, Sponsoring
Partnerships with Data Consumers/Customers
not yet sealed

Opportunities

Threats

Offering the opportunity to Data
Providers/Owners to generate revenue out of
their data is a promising idea

Other Players might enter the Market

Offering the opportunity to Researches, Data
Consumers to easily access the Data they
need is a huge advantage since usually, clinical
studies are very time consuming, especially
due to lack of Data.

Non-Adoption due to lack of adequate or
inappropriate Communication – can be mitigated

Providing a secure, safe, protected, and
valuable Platform

6. Impact Evaluation

The outcome is the immediate effect of the
project. You should describe the SDGs
addressed by this project, key groups and
stakeholders in our society that the project
anticipates to directly adopt the solution.
Please include an assessment on the
probability of adoption, for each of these
groups.
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The D-Souk project contribute to cover five out of seventeen SDG goals. Should it be used
for education and research at Universities or similar institutions, it covers six goals:

Additional:

Long-term impact

While the outcome is the immediate effect of the proposed activities, the impact is the
global effect of the project on our society that goes beyond the project’s direct influence.
Please describe the following:
1. The anticipated change in behaviour, for different stakeholder groups
2. The anticipated long-term, positive change in our society
3. An assessment on the probability to reach the anticipated long-term change in our
society
4. The stakeholders anticipated to be required in order to reach that change
This project will allow individuals to gain control and value over their Data.
The biggest fines related to GDPR are: Google EUR Mio. 50, H&M 35.2, TIM 27.8,
British Airways 21.9 and Marriot International 20.4. These fines are an indicator of
the value can could be allocated to individuals.
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Metrix

Progress needs to be measured. Please describe key performance indicators (KPIs) that will
allow to measure the success of the project regarding the proposed outcome and impact
generated. Please propose a justification why you think, your selection of KPIs is
appropriate. Kindly specify what to measure at what time and how the proposed system
itself can be evaluated to ensure that it correctly measures impact for the outcome and
the long-term impact.
Key Metrics are
•

•
•
•

7.

CLIENTS number of subscriptions (=customers) as
1) data providers
2) data purchasers/consumers
3) associated services customers
FINANCE: revenues, gross margin; break-down by geographical jurisdiction (i.e.,
per regulation type in force)
INFRASTSTRUCTURE: number of interfaces, REST API etc effective connections
MARKET/COMPETITION: Number of Information Solutions providing such Data
Wallet, Data Assets

Your Conclusion

We highly recommend to proceed ahead, evaluate the market, pre-prototype, engage
with Data Providers and Consumers to validate the project, and to fund this unique
project.
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